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REPORT ON RISK MANAGEMENT

Purpose:

1. To provide information that enables the Board to fulfill its responsibilities with respect to
risk management.

2. The report is provided by the Chief Risk Officer.
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EXECUTIVE SUMMARY

1.

This report on risk management is the first of regular reports that will be provided to the
Board by the Chief Risk Officer.

There is a high degree of awareness, at the Board, Committee, Secretariat as well as
Country and implementer levels, that strong risk management is a critical success factor.

A framework for risk differentiation is being presented separately to the Board for
approval for the first time (see GF/B32/14).

A new risk management policy is also being presented to the Board for approval, replacing
the current one that dates from 2009 (see GF/B32/13).

Overall, risk management at the Secretariat level is at an adequate level. Further
improvements need to be implemented, particularly with respect to how assurance is
obtained as part of grant management.

Management is of the opinion that the current level of risk in the grant portfolio, as
measured by the Portfolio Risk Index (a corporate key performance indicator), is at the
appropriate level.

The most important risks appearing in the organizational risk register as of 30 September
2014 are (in no particular order): (1) poor program quality; (2) treatment disruptions; (3)
inadequate grant oversight by principal recipients; (4) Community, Rights and Gender
related risk; (5) failure to deliver on our mission in a handful of the highest-impact
countries; and (6) failure to deliver new Secretariat culture.

Management believes it is currently mitigating these main risks appropriately.

INTRODUCTION and BACKGROUND

9.

10.

11.

Until now, reporting on risk management to the Board has not been systematic,
something that has been noted in the Office of the Inspector General’s Governance Review
— advisory report from June 2014.

The Ad Hoc Working Group on Governance has included in its recommendations that the
Chief Risk Officer provide an annual assurance report to the Board with the CRO’s
independent view on the robustness and effectiveness of the Secretariat’s management of
risk and mitigation steps taken and whether the risk profile is acceptable, is improving or
deteriorating.

This report on risk management is the first of regular reports that will be provided to the
Board twice a year. It is arranged according to the four responsibilities that the Board has
with respect to oversight over risk management, as outlined in the next four sections.

UNDERSTANDING THE ORGANIZATION’S RISK PHILOSOPHY AND

12.

APPROVING THE FRAMEWORK FOR RISK DIFFERENTIATION

The organization’s risk philosophy was strongly influenced by the circumstances that, in
2011, led to the creation of the High-Level Independent Review Panel. There continues to
be a high degree of awareness, at the Board, Committee, Secretariat as well as Country
and implementer levels, that strong risk management is a critical success factor. As per
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13.

14.

the saying “Never waste a good crisis”, it can be said that the Global Fund made good use
of the window of opportunity that has been available to it since late 2011.

A positive development since 2011 has been that, while grant-related financial and
fiduciary risks have continued to receive strong attention from the Secretariat and
implementers (in keeping with the organization’s ‘zero tolerance for misuse of funds’),
other key risks now receive more attention than in the past such as sustainability,
procurement and supply management, data and program quality, and human rights.

A framework for risk differentiation is being presented separately to the Board for
approval for the first time (see GF/B32/14). It proposes to establish thresholds for
differentiation in risk management, as well as upper and lower limits for the corporate
key performance indicator that measures the overall level of risk in the grant portfolio.

KNOWING THE EXTENT TO WHICH MANAGEMENT HAS ESTABLISHED

15.

16.

17.

18.

19.

20.

EFFECTIVE RISK MANAGEMENT

The Board relies on representations from management that effective risk management is
in place, with independent views on those representations provided by the Chief Risk
Officer and the Office of the Inspector General. This report contains management’s
representations as well as the views of the Chief Risk Officer’.

Risk management should be governed by an appropriate, Board-approved policy.
Separately, a new policy is being presented to the Board for approval to replace the current
one that dates from 2009 (see GF/B32/13).

Many important improvements to risk management have been made since 2011, including
the implementation of a structured approach to operational (grant) risk management and
many concrete risk mitigation actions on individual grants; the creation of the Risk
Management Department; establishment and maintenance of a quarterly organizational
risk register (attached as Annex 1); and the establishment of the Secretariat Risk and
Assurance Committee. Improvements to oversight over risk by the Board have been
proposed by the Ad Hoc Working Group on Governance (see GF/B32/08).

The Risk Management Department’s headcount will be increased in 2015 from seven to
ten in order to enable the function to lead the piloting and implementation of the
outcomes of the Risk and Assurance work (see GF/B32/15) as well as expand its scope to
in-country work.

The Secretariat 2014 Staff Engagement Survey identified ‘Risk’ as the area that improved
the most since 2012. In fact, it was felt to have improved by as much as the next four areas
(Communication and Change, Performance Management, Operating Environment and
Efficiency, and Leadership) taken together. That said, there is room for further
improvement in several areas including in the culture (“safe to speak up”) and in better
embedding risk management activities in the day-to-day processes.

At the Secretariat, processes are defined, implemented and modified by each department.
In doing so, departments are expected to apply the requirements of the COSO internal
control framework2. The Risk Management Department in 2014 began facilitating a

1 The Office of the Inspector General reports separately to the Board (reference is made to the OIG
Progress Report in GF/B32/06 and the OIG Status Update on Agreed Management Actions in
GF/B32/07).

2 The Internal Control — Integrated Framework, Committee of Sponsoring Organizations of the
Treadway Commission (‘COS0O’), May 2013
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21.

22,

23.

24.

process of self-assessments in order to establish whether these requirements are in fact
being met. The results of the first round of such assessments will be reported in quarter 1
of 2015. While no material weaknesses are currently expected to be identified, there very
likely will be a number of deficiencies that will need to be remediated, as is typical when
such an exercise is first undertaken. The Office of the Inspector General also regularly
identifies internal control deficiencies.

Ongoing efforts to better differentiate particularly grant making and management
processes, based on risk and materiality should result in better targeting of resources to
the areas of greatest impact as well as further improve risk management.

Another important factor in risk management is change and how the organization adapts
itself to change. The most important changes from a risk management perspective at the
current time are the implementation of the New Funding Model and supporting processes
and tools; the development and piloting of alternative grant (management) models;
process differentiation; the trend towards more pooled procurement; and the piloting and
implementation of the outcomes of the Risk and Assurance work (see GF/B32/15).

In order to satisfy itself that all important risks are appropriately identified, analyzed and
mitigated in new grants created under the New Funding Model, the Risk Management
Department is currently reviewing a sample of such grants. The results of that review will
be reported during the first half of 2015.

Overall, risk management at the Secretariat level can be said to be at an adequate level.
Further improvements have been identified and need to be implemented, particularly
with respect to how assurance is obtained as part of grant management. The Risk
Management Department will support the organization in piloting and implementing
these improvements.

REVIEWING THE PORTFOLIO OF RISK AND CONSIDERING IT AGAINST THE

25.

26.

27.

28.

29.

APPROVED RISK THRESHOLDS

The organizational risk register in Annex 1 provides the overview of the most significant
risks that the organization faces. It is a combination of operational risks, i.e. risks in the
programs that we help fund, and Secretariat process risks.

Overall, operational risk as expressed by the Portfolio Risk Index (the “PRI”), one of the
corporate key performance indicators, stands at 1.86 on a scale of 1 to 4, 1 being the lowest.
This is down from a year earlier when it was 2.04.

This indicator is calculated based on individual risk assessments performed by the
Secretariat’s country teams with respect to the 19 different operational risks in 182 grants,
representing almost 70% of the grant portfolio in value terms.

The Risk Management Department annually facilitates the preparation of a grant risk
management report that analyzes the grant related risks, mitigation actions and trends,
which is shared across the Secretariat and is also available on the Board Effect portal here

The report provides the following explanation for the decrease in the PRI:

“The reduction is a result of focused efforts by stable Country Teams in managing risk,
in particular the use of the Pooled Procurement Mechanism in addressing
procurement risk, efforts in strengthening Financial Management Systems and
Principal Recipient capacity, and the introduction of fiscal agents in more grants.
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30.

31.

However, the key risks in the High Impact Departments remain the same i.e.
treatment disruptions, poor quality of health services, poor financial reporting, not
achieving program outcome & impact targets, and inadequate PR governance &
compliance. The key mitigation actions include, country specific actions to address
risks related to in-country supply chain management, improved partnership for
ensuring quality service delivery, and refocussing investments and partnerships to
ensure program impact. Capacity building measures for addressing gaps in
reporting is another key focus area. Country Dialogue and new grants are key
opportunities to implement these risk mitigation actions.”

More details on the main operational risks are provided in the next report section.

The fact that management proposes to the Board to approve the establishment of an upper
and lower ceiling for the PRI of the current value plus or minus ten percent, respectively,
means that management is of the opinion that the current level of risk in the grant
portfolio is at the appropriate level.

The organizational risk register contains a number of risks that are not directly related to
grants. Some are still related to the transition ‘from emergency to sustainability’ that the
High-Level Independent Review Panel chose as the title of its report in 2011 and these
should disappear over time. Others are less under the Secretariat’s direct control, such as
related to the ability to raise sufficient funding. Taken together, the non-grant related
risks present a picture of an organization that is reasonably ‘in control’, particularly when
the present is compared to the not-so-distant past when for example internal financial
systems and processes were quite weak.

BEING INFORMED ABOUT THE MOST SIGNIFICANT RISKS AND WHETHER

32.

MANAGEMENT IS RESPONDING APPROPRIATELY

As can be seen in the organizational risk register (Annex 1), the highest risks as of
September 30, 2014, are:

a.  Poor program quality - including poor adherence to international standards for
diagnosis, treatment and prevention, adherence to regimens, rational use of
health products and targeting programs to those populations most in need and
at risk. The New Funding Model process affords opportunities to identify
weaknesses early and ensure strengthening activities are put in place.
Partnerships, including in technical assistance and joint quality of care
(minimum) standards, are being strengthened or implemented. Risk and
Assurance work stream and Program Quality Hub are also expected to identify
opportunities for further improvement.

b.  Treatment disruptions due to inadequate supply management — mitigation
measures include closer involvement of country teams, local fund agent and
others; review of resourcing based on the severity of this risk in specific
countries; implementation by Q1 2015 of the Rapid Supply Mechanism to
enable quick response to imminent supply shortages; joint efforts with partners
though a supply chain Inter Agency Group in very high-impact countries.

c.  Inadequate principal recipient oversight over grant programs - Implementation
mapping gives Principal Recipients and Country Teams greater insight into

program structure, controls and oversight than was the case in the past. A
number of portfolios have undergone a rationalization process as a result to
simplify implementation structure and improve controls. Under the New
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Funding Model, Principal Recipients must be chosen prior to Technical Review
Panel and Grant Approval Committee approval and meet minimum standards,
and implementation structures will be better understood at the Secretariat level.
Oversight capacity issues should be identified earlier and addressed prior to
grant signing.

Human rights related barriers to access and failure to apply Community, Rights
and Gender (“CRG”) principles — various guidance and grant making tools have

been put in place. The Office of the Inspector General may investigate
allegations of violations. Ongoing Secretariat capacity-building and training.
CRG technical review of concept notes. CRG operational guidance is being
developed for Secretariat staff. Outreach and engagement of civil society, UN
partners, and communities in using the mechanisms and systems put in place.

Failure to address the diseases in a handful of the highest-impact countries

leading to failure to achieve the Global Fund mission at a global level —
increased prioritization by the Secretariat to ensure adequate resourcing of

country teams and local fund agents; exploring ways to differentiate further and
have more detailed, sub-national grant management approaches.

Failure to deliver new Secretariat culture — key areas include embedding the
values, managerial quality and accountability, talent and performance
management, and internal communications.

33. Most of these risks are very difficult to mitigate as they go to the root causes of why the
Global Fund exists. But improvements in the Global Fund’s own processes do contribute
to this mitigation. In addition to the New Funding Model itself, these improvements
include initiatives in procurement; CRG; financial risk management; policy development
at the Secretariat; better differentiation of Secretariat processes; better risk management
including the Risk and Assurance work; supply and data management, and many others.
The Operational Risk Management process is designed to capture and report on the
improvements actually realized over time at grant level from all of these initiatives.

34. In May 2012, the risks considered to be the highest were:

a.

b.

e.

f.

Misuse of funds (now a medium risk)

Treatment disruptions due to inadequate supply management (still a high risk
in 2014)

Talent constraints in the Secretariat (no longer an important risk in 2014)
Poor data quality at the program level (now a medium risk)
Ability to attract sufficient funding (now a medium risk)

Dependence on Global Fund funding (now a medium risk)

35. As can be seen, the risk of misuse of funds is no longer considered a ‘high’ risk as it was in
2012. Relevant in this context is the level of the detected misuse of funds as reported
through audit and investigation reports of the Office of the Inspector General (see Losses
and Recoveries report, GF/B32/16).
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36. To date, the reported misuse amounts to 1.8% of the $6 billion that the OIG has audited

37

or investigated. This 1.8% consists of the elements Fraud/theft (0.4%); undocumented
(0.7%); ineligible expenses (0.6%) and ‘other’ (0.1%).

Of the total 1.8%, to date 0.5% has been recovered in cash while written commitments
have been obtained for the repayment of another 0.3%. Write-offs to date have been
negligible, and the remaining 1% continues to be pursued by the Secretariat. Updates will
continue to be provided to the Board twice a year.

OTHER DEVELOPMENTS

38. In addition to the developments and initiatives described above, the Risk Management

39-

Department has recently initiated the creation of a platform for risk management
practitioners in global health. The intent is to create and maintain a forum where best
practices, approaches and tools can be shared and closer collaboration can be explored.

A wide group of organizations is participating in this forum, including UNDP, UNAIDS,
WHO, UNITAID, PSI, GAVI, DFID, OGAC, GIZ, GMS, ICRC, Hivos, MANGO, PwC,
KPMG as well as the Global Fund Developing Country NGO constituency, who earlier
already took the initiative to organize regional workshops for civil society implementers,
CCM members, local fund agents and Secretariat staff around risk management. Two such
workshops were held in 2013, in Bangkok and Cape Town, and three more will take place
in 2015, then also involving government implementer representatives.
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